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Editor’s Notes
By James D. Hessman, Editor-in-Chief

About the Cover: Much of the operational and technological progress shown by U.S. homeland-security 
agencies during the past several years is due to their ability, and willingness, to follow the example set 
by the nation’s armed services - and sometimes to adapt their equipment to meet civilian needs. Here, 
Aviation Storekeeper Third Class Craig Maycock dons an MCU-2/P chemical-biological mask during a 
chemical/biological/radiological drill aboard the nuclear-powered aircraft carrier USS Harry S. Truman 
on 1 December 2000 - more than nine months prior to the 11 September 2001 terrorist attacks against 
the U.S. homeland.  (Department of Defense photo by Rodger D. Schilling.)

Another holiday season, another holiday smorgasbord – in the form of two major 
interviews and an eclectic selection of articles, analyses, and special reports from 
highly respected domestic-preparedness professionals who have spent most of 
their working lives on the front lines of law enforcement, medicine, emergency 
management, and the numerous other disciplines that make up the nation’s 
homeland-security career force. 

This month’s illustrious interviewees are two senior decision makers, one from the 
Department of Defense, the other from the Department of Homeland Security. DOD’s Ellen 
Embrey, deputy assistant secretary of defense for force health protection and readiness, 
discusses the innovative health programs of the nation’s armed services and how they can be 
used by homeland-security agencies at all levels of government – state and local as well as 
federal.  Dennis Schrader, deputy administrator for national preparedness of DHS’s Federal 
Emergency Management Agency, concurs with Embrey and complements her remarks with 
his evaluation of FEMA’s incident management assistance teams and emergency operations 
centers. He also comments on the agency’s adherence to the “forward leaning” mandate 
assigned to FEMA by Congress in the difficult hearings on Hurricane Katrina and other 
domestic disasters of recent years. 

The issue shifts gears with an insightful report by Jerry Mothershead on the health benefits that 
would be gained by the adoption of “social distancing” policies that would require most if 
not all citizens to maintain respectful, but safe, distances from one another in the aftermath 
of a biological mass-casualty incident that might lead to the large-scale spread of infectious 
diseases. Glen Rudner’s article on the help that could be immediately available from the 
often-overlooked Metropolitan Medical Response System provides an eminently useful 
counterpoint to the Mothershead article. 

Kay Goss weighs in next with yet another decision maker’s knowledgeable report on 
the federal food and shelter program, which over the past two decades not only has saved 
an untold number of lives but also has contributed immensely to the restoration of entire 
communities and the general wellbeing of hundreds of thousands of disaster victims.  

Two special reports – by Joseph Steger and Craig DeAtley, respectively – come next in 
this logical progression. Steger analyzes the Transportation Security Administration’s new 
Registered Traveler program and pronounces it a useful addition to the TSA arsenal of 
policies and programs designed to make the friendly skies safer for all Americans (and for 
visitors from overseas). DeAtley’s report, on the recently released Hospital Incident 
Command System guidelines, provides a wealth of indispensable information that will be 
of immense help to medical administrators burdened by an overload of requirements and a 
shortage of assistance. 

Adam McLaughlin rounds out the month’s all-star lineup with a mini-spectrum of useful 
reports on state and local initiatives from sea to shining sea (and two stops in between): New 
York City’s new emergency alert system; the eight-university homeland-security “education 
alliance” created this year in Illinois; the success recorded, in the midst of tragedy, by 
Minnesota’s emergency-management professionals during and after the 1 August bridge 
collapse in Minneapolis; and the literally shattering breakthrough caused by a new seismic-
wave warning system recently tested in the great state of California.
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Of all the public health 
tools that could be used 
to control or eradicate 
the outbreak of a highly 
contagious disease, whether 

intentional – e.g., caused by a terrorist 
attack – or natural, what is described 
as “social distancing” may be one of 
the most effective but least understood 
defensive instruments available to leaders, 
planners, and the public at large.

Disease-carrying microbes have 
finite life spans. Moreover, they are 
susceptible to destruction by the 
environment, and are not invincible.  
The epidemiology of outbreaks follows 
a rather predictable pattern, in fact, in 
which the rate of transmission declines 
with each successive generation of new 
patients – and once the transmission 
rate (referred to as “Ro”) falls below 1.0, 
the outbreak is destined to burn out. 

The population of a community 
experiencing an outbreak falls into 
one of five categories:  Susceptible; 
Exposed (but not yet ill); Ill; Removed 
(due to death or post-infection 
immunity); or Vaccinated.  In an 
unvaccinated population, the majority 
of the population will fall into the 
Susceptible category relatively early 
in the outbreak, and it is in protecting 
that group that social distancing can be 
most effective.

The most obvious application of social-
distancing techniques is through the 
cancellation not only of schools, 
ranging from kindergartens to major 
universities, but also of mass-gathering 
events such as football games, movies, 
and various cultural activities – e.g., 
concerts and plays.  However, these 
closures in and of themselves may not 
solve the problem entirely, and may 
in fact create secondary effects that 
could dwarf the actual public-health 
ramifications of the outbreak. 

Love Thy Neighbor – 
     But Keep Your Distance
By Jerry Mothershead, Public Health

Caveats and Codicils 
Used properly, though, social 
distancing does work. However, there 
are several caveats that must be kept in 
mind. Following are a few of the most 
important of those caveats:

Social distancing must be 
accompanied by a robust public 
information and education 
campaign.  Good hygienic practices 
will greatly reduce the spread of most 
contagious diseases.  The frequent 
washing of hands, covering one’s 
face with a sleeve or handkerchief 
when sneezing and coughing, 
staying home when ill – all of these 
have proven positive effects. Most 
members of the public intuitively 
understand these concepts, but may 
need to be frequently reminded to 
practice them, and other personal 
measures, to protect themselves and 
those around them.

To be effective, social distancing 
must be instituted early in the 
outbreak. A comparison of the 
effects of the 1918 Spanish Influenza 
Pandemic in a number of different 
U.S. metropolitan areas revealed 
that large cities – e.g., St. Louis and 
San Diego – that instituted social-
distancing practices early in the 
pandemic had significantly lower 
morbidity and mortality rates than 
other cities that waited until they 
were suffering from the full effect of 
the disease. Here it should be noted 
that there will almost certainly be 
an economic downside to social 
distancing for any community 
practicing it, but in most if not all 
situations the economic losses will 
be preferable to the consequences 
of failing to institute social-
distancing measures.

Coerced/draconian implementation 
and enforcement of community-

1.

2.

3.
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wide social-distancing measures 
not only may be counter-productive 
but also might greatly increase 
the “collateral damage” done to a 
community’s critical infrastructure.  
Social proximity outside the nuclear 
family usually occurs in four primary 
settings – work, school, elective 
social functions, and activities of 
daily living.  The curtailment or 
elimination of any of these settings 
would almost certainly have a huge 
negative impact on the community 
– and, in at least some cases, could 
not be implemented without some 
adverse secondary effects as well.  
A small business might close down, 
for example, but the economic 
impact on the workers and staff 
could be significant.  One can only 
imagine the effect that the closure of 
metropolitan water-treatment plants 
and/or communications systems 
might have on a community. A select 
few work centers are of such global 
importance that even a relatively 
short interruption in services 
would have far-reaching effects that 
could take years to recover from.  
Fortunately, there usually are enough 
creative solutions available that this 
need not occur.  As an example, 

several grocery chains already 
provide curb service – which, 
although instituted primarily as a 
“convenience perk” for customers, 
obviously would also significantly 
reduce the risk of person-to-person 
contact and, therefore, the spread 
of contagious diseases. Moreover, 
schools may close, but so-called 
“distance learning” is now so 
prevalent throughout the United 
States that there is no reason that 
a one-month (or longer) closure 
of a school would necessarily 
result in a total halt to the learning 
process.  Even in work centers that 
must stay open, providing clean 
breaks between shifts, furloughing 
a portion of the staff, the judicious 
use of minimal personal protective 
equipment, and some modification 
of processes in the work environment 
are among the measures available 
that could collectively result in 
effective social distancing.  More, 
and more effective, worker screening 
– ranging from passive surveys and 
questionnaires through temperature 
screening and more sophisticated 
testing – can serve as a layered 
approach to mitigate the outbreak’s 
effects in the work environment.  

Few people can sustain self-
sufficiency for any length of time 
if critical infrastructures are not 
maintained.  People need food, 
water, environmental protection, 
and access to healthcare, and have 
grown so dependent on a host of 
other urban/community necessities 
(communications systems, firefighting 
and police services, etc.) that even 
a temporary disruption in the 
availability of these basic amenities 
will probably have far-reaching 
effects.  Many of the services 
mentioned, of course, are provided 
through government agencies – but, 
directly or indirectly, also require 
participation by the private sector to 
maintain continuity of operations. 
It is therefore in the community’s 
best interest to maintain as many 
services in as close to normal 
operations as possible.

Much has been written on social 
distancing, and many U.S. communities 
have developed notional plans of 
when, how, and under what conditions 
to implement a social-distancing 
plan.  Relatively few of those same 
communities, though, have worked 
through the various “triggers” that 
would be needed for instituting the 
social-distancing practices required, 
and even fewer have actually tested 
any of the minor components of the 
social-distancing mechanisms likely to 
be implemented.  There are, in short, 
significant gaps in most community 
preparedness plans, and these should 
certainly be evaluated – and, perhaps, 
significantly revised – before social 
distancing becomes a practical 
necessity rather than a theoretical 
academic concept.

Dr. Jerry Mothershead is the Physician Advisor 

to the Medical Readiness and Response Group 

of Battelle Memorial Institute.  An emergency 

medicine physician, he also is adjunct faculty at 

the Uniformed Services University of the Health 

Sciences in Bethesda, Md.  A graduate of the       

U. S. Naval Academy, Dr. Mothershead served on 

active duty in the U.S. Navy in a broad spectrum 

of clinical, operational, and management positions 

for over 28 years.

4.
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There are many questions 
today about when and where 
the next large-scale mass-
casualty incident (MCI) is 
going to occur. Of particular 

concern to the nation’s first-responder 
community is how to handle such an 
incident when it involves the intentional 
contamination, by biological agents, of 
a large number of victims. One scenario 
that has been exercised fairly often 
postulates some of the victims leaving 
the site of the incident and contaminating 
other citizens, in other areas, who were 
not at the site of the incident. 

It can be assumed in many but not all 
areas of the country that the use of first-
responder assets at the incident scene 
will start the decontamination effort and 
be reasonably effective, but it is far from 
clear what first responders are supposed 
to do in incidents where the ability to 
hold victims in place is not possible. 
An incident in which there has been the 
dissemination of biological materials is a 
good example of the problem faced by 
first-responder agencies and, although 
not on the high-probability list, there are 
several unanswered questions related 
to the large-scale triage, treatment, and 
transportation of victims.

One source of information, and guidance, 
that has been available for several 
years, but has not been utilized as well 
or as frequently as it should be, is the 
Metropolitan Medical Response System 
(MMRS). The Department of Health and 
Human Services (HHS) started to realize 
in the early 1990s that U.S. medical 
services were (and still are) ill-equipped 
and not trained to recognize or cope 
with the effects of attacks in which 
weapons of mass destruction (WMDs), 
particularly biological weapons, are 
used. The MMRS program was created 
in 1996, partly in response to the 1995 
mass-transit Sarin nerve-agent attack in 
Tokyo by the Aum Shinrikyo cult and 
the domestic terrorist bombing of the 
Alfred P. Murrah Building in Oklahoma 

The MMRS: A Major But Under-Utilized Asset
By Glen Rudner, Fire/HazMat

City, also in 1995. The Tokyo incident 
confirmed the belief that an attack on an 
enclosed area in which there are large 
numbers of people present might well 
produce a significant number of injured 
and contaminated casualties.

The MMRS program helps highly 
populated political jurisdictions develop 
plans, conduct training and exercises, 
and acquire not only pharmaceuticals but 
also the personal protective equipment 
required to achieve the enhanced 
capability necessary to respond to a 
mass-casualty event caused by a WMD 
terrorist act. The MMRS assistance 
supports the efforts of those jurisdictions 
to expand and improve their response 
capabilities, using their own resources, 
during the first hours crucial to the 
saving of lives and protecting the local 
population until significant external 
assistance can arrive on the scene.

Guidelines, Linkages,  
And a Coordinated Effort  
The systematic approach postulated 
by the MMRS guidelines requires 
linkages among first responders, medical 
treatment facilities, public-health and 
emergency-management agencies, 
volunteer organizations, and other local 
groups to work together to develop 
the capabilities needed to reduce the 
mortality and morbidity rates that would 
result from terrorist attacks likely to 
produce large numbers of casualties. 
The same guidelines also require the 
integration of planning efforts with 
neighboring political jurisdictions, and 
with both state and federal agencies, 
and emphasize the importance of 
developing and implementing enhanced 
mutual-aid agreements between and 
among neighboring jurisdictions. The 
integration achieved, if these guidelines 
are followed, should result in a smooth 
transfer of victims to patient status. 

The MMRS program is designed not only 
to facilitate a smooth transition between 

the multiple agencies and jurisdictions 
that are participating in the program 
but also to form them into appropriate 
teams based on their respective areas of 
responsibilities and training. Within the 
greater Washington, D.C., metropolitan 
area, to cite one important example, 
the numerous jurisdictions that 
are members of the D.C. Council of 
Governments all have representation on 
the area MMRS plan. 

When looking at the make-up of the 
“team” one will find that there is a 
coordination that transcends the area’s 
political and geographic boundaries 
per se. During the response to the 
11 September 2001 attack on the 
Pentagon, the area’s MMRS plan was 
immediately implemented, and local 
members responded by maintaining 
an active presence during the first two 
weeks following the attack, carrying 
out such duties as the decontamination 
of all entry crews, medical monitoring, 
rehabilitation, and other assigned duties. 
It was obvious to everyone concerned 
that the MMRS plan was a valuable asset 
to have available at the time of the attack. 
Moreover, the personnel who responded 
fit well into the system, considering the 
previous training they had had and the 
working relationships that had been 
established throughout the region.

As the nation has learned since 
the events of September 2001, the 
integrated coordination of local assets 
and personnel will continue to be the 
cornerstone of any successful response 
to a mass-casualty incident for the 
foreseeable future. In short, the MMRS 
adds another much-needed layer of 
protection that will be of significant value 
during another large-scale incident – but 
only when it is used appropriately and in 
accordance with established guidelines.

Glen D. Rudner is the Hazardous Materials 

Response Officer for the Virginia Department of 

Emergency Management; he has been assigned 

to the Northern Virginia Region for the last nine 

years. During the past 25 years he has been closely 

involved in the development, management, and 

operation of numerous local, state, federal, and 

international programs.
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Security Protocols at Emergency Shelters
By Kay C. Goss, Emergency Management

When U.S.  emergency 
management (EM) officials 
talk about the security 
protocols established for 
emergency shelters, they 

must be very specific and, at the same 
time, very holistic. The various factors 
involved in and/or related to shelter 
security usually include such essential 
aspects of shelter management and 
operations as: threat assessment and/
or identification; the evaluation of 
security operations; the writing and 
implementation of policies related 
not only to workplace violence but 
also to domestic violence; security 
training programs; threat recognition 
and evaluation; instruction in “critical 
incident” policies and procedures; and, 
last but not least, “sheltering” protocols. 

If shelter security is not comprehensive 
and reliable, it can easily become 
a disaster of its own making. The 
Federal Emergency Management 
Agency (FEMA) has recognized this 
possibility by providing reimbursement 
for certain safety and security 
measures recommended for and used 
at shelters. The specific wording of 
the FEMA guidance, spelled out in 
Disaster Assistance Policy 9523.15, 
is available on the web at www.
fema.gov, and includes the following 
statement: “Shelter Safety and Security. 
Additional reimbursable safety and 
security services may be provided at 
congregate shelters, based upon need. 
Police overtime costs – associated 
with providing necessary additional 
services at congregate shelters – are 
eligible for reimbursement.”

Among the key FEMA “strategy 
elements” governing the establishment 
and management of shelters are 
certain essential protocols and related 
“how to” guidelines. Following are 
brief summaries of the most important 
of those protocols: 

The agency’s Shelter Registration 
Protocol will allow FEMA field-
registration personnel and new 
Mobile Registration Intake Centers 
to proactively register evacuees at 
pre-designated congregate shelter 
locations as well as at organized 
evacuee reception sites, including 
some that are out-of-state.

For the sheltering of evacuees in the 
“post-landfall” phase (of a major 
weather disaster, primarily), FEMA 
may, if warranted, authorize the 
use of “transitional shelters” – e.g., 
hotels and motels. This Transitional 
Sheltering Protocol may be 
implemented when large numbers 
of evacuees who are being housed 
in congregate shelters are not able to 
return to their homes for an extended 
period of time. The initial period for 
staying in a transitional shelter will 
be established by FEMA on a case-
by-case basis, but it will not be more 
than 30 days (an extension of up to six 
months may be permitted, however, 
in unusual circumstances).

Disaster victims who register and 
are identified as evacuees will be 
assigned unique “authorization 
codes” for transitional sheltering. 
Those codes will validate the 
individual evacuee’s eligibility for 
federally subsidized transitional 
housing. If the Transitional Sheltering 
Protocol previously mentioned is 
implemented, the authorization 
code will allow evacuees who 
possess positive photo identification 
to check into hotels or motels on a 
subsidized (but temporary) basis.

The FEMA Emergency Food  
And Shelter Program
FEMA has, for many years, administered 
the federal government’s Emergency 
Food and Shelter National Board 
Program, which was created in 1983 
to help people in need of emergency 

1.

2.

3.

assistance by supplementing the work 
of local social-service organizations, 
both private and government-
run, within the United States. This 
collaborative effort between the 
private and public sectors has 
disbursed more than $2.3 billion in 
federal funds during its more than 
two decades of service. The program 
also has provided a small amount of 
dependable support to shelters – in many 
cases helping them remain viable from 
one emergency to the next – whether 
the situation involved is a personal 
emergency of an individual victim 
or a large-scale disaster incident. 
[Note: Goss chaired the national board 
for five years, 1996 – 2001, when the 
board was a component of the FEMA 
Preparedness Directorate.]

The McKinney-Vento Act of 1987 
describes the program’s purpose: “To 
supplement and expand ongoing 
efforts to provide shelter, food, and 
supportive services” for homeless and 
hungry citizens nationwide. The key 
characteristics of the program – which 
also serve as its operational guidelines 
– are a quick response, public-private 
sector cooperation, local decision 
making, and the allocation of funds to 
the areas with the greatest needs.

Heightened Security  
At Canadian Homeless Shelters 
In a related note, it is worth pointing 
out that, in response to a recent 
survey at a Canadian shelter – i.e., 
the Calgary Drop-In Centre – those 
coming in, according to residents’ 
responses, may be required not only 
to produce identification cards but 
also to permit their fingerprints to 
be scanned before they can enter 
the downtown homeless shelter; the 
reason given for this double dose of 
precaution, officials say, is the deep 
concern for security voiced by those 
using the shelters.



Many of those children lived in homes 
where adults were coming in and going 
out at all hours of the day and night, 
drinking alcoholic beverages, and taking 
drugs. Some of the children admitted 
to the shelter’s staff employees that they 
had “protected” themselves by living 
in a fantasy world – and for that reason 
had trouble relating to a structured 
environment. A number of the children, 
moreover, would be so upset they would 
fight the staff members trying to help them 
– that was the only way, unfortunately, 
that those children knew to express their 
anger. Gradually, though, as the children 
started to feel safer in the shelter’s 
nurturing environment, they would tell 
of the sexual abuses against them by this 
or that “uncle” or other adult.

In some of the latter cases the shelter 
staff personnel would take the abused 
children to a Center for Child Protection 
for a forensic exam that would help 
determine the truth of their stories. 
Typically, and this was the “good 
news” about the shelter, most if not 
all of the children who were being 
cared for ended their stays with a much 
brighter outlook for the future. They had 
learned that, contrary to their previous 
experience, most adults actually can be 
trusted to meet their basic needs and 
take care of them, and they also learned, 
many of them for the first time in their 
lives, what it is like to feel truly safe.

If there is any lesson to be learned 
from this brief report on shelters and 
the protocols used in keeping them 
secure, it is simply this: The diversity 
of, need for, and increasing regulation 
of shelters points to their essential 
and escalating roles, as well as the 
mounting challenge to keep them 
well organized, financially viable, and 
both safe and secure.

Kay C. Goss, CEM, possesses more than 30 years of 

experience – as a federal and state administrator and 

in the private sector – in the fields of emergency 

management, homeland security, and both public 

finance and intergovernmental operations. She is a 

former associate FEMA director in charge of national 

preparedness training and exercises.
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The Calgary centre, which can shelter 
up to 1,100 people a night, decided to 
strengthen its security after a survey of 
its clients showed that they frequently 
fear for their safety. That survey (of 
about 300 clients) disclosed that 
approximately three-quarters of them 
had been victims of crime – robberies 
and/or assaults, for example. Many of 
those crimes were committed outside 
the shelter, by strangers, but about the 
same number of clients said they did 
not feel any safer inside the centre. John 
Rowland, who conducted the survey, 
said he was surprised by the responses 
from the homeless. “They [those who 
responded] want ... to have invasive 
security protocols,” Rowland said. 
“They want to have their belongings 
searched. They want to have invasive 
ID cards.” 

The centre is now seeking to determine 
how much it will cost to improve 
security by requiring the use of photo 
ID cards and biometric technology, 
such as fingerprint scans, to separate 
true victims from those who would prey 
on them. Regardless of what new and/
or additional requirements are imposed, 
it seems all but certain that “free” entry 
and exit may soon be a thing of the 
past (in the United States as well as in 
Canada) because, if nothing else, there 
will at least be a desk or other entry 
point where those seeking assistance will 
have to swipe their assigned barcodes.

Pets, Children,  
And Common-Sense Guidelines
Animal shelters also are feeling the 
challenge posed by the frequently 
difficult need to provide reasonably free 
access and real security at the same time. 
The unavoidable fact is  that the growth 
in the number of U.S. animal shelters 
will undoubtedly be an increasingly 
important factor not only in planning, 
training, and exercising for future 
disasters – especially in the context of 
the  Hurricane Katrina aftermath, when 
many pets were lost – but also in the 
more inclusive guidelines imposed by 
Congress in establishing the PETS Act. 

A relatively new website (www.
animalsheltering.org) lists 13 guidelines 
that spell out, in easily understood 
language, the most important steps to 
follow in establishing and operating 
safe and secure shelters for pets and 
other animals. Most of those steps, 
which apply just as well to other types 
of shelters, are really “rules for life” 
spelled out in common-sense terms: 
1. secure your location; 2. good fences 
make good neighbors; 3. get to know 
the men and women in blue; 4. prevent 
the inside jobs; 5. keep everyone on 
board; 6. wield a mighty staff; 7. the best 
defense is a good office; 8. direct traffic 
in the shelter; 9. mind your money; 
10. just say no, and use a safe; 11. all 
systems go and working well; 12. lights, 
camera, action; 13. off-site options and 
special cases. 

Shifting from pets and other animals 
to an even more vulnerable element 
of society, America’s children, it is 
comforting to note that they also have 
been receiving greater attention, and 
protection, in recent years. At the 
Children’s Shelter in Austin, Texas, 
to cite but one notable example, 
it is emphasized that the acronym 
“SAFE” means Shelter, Apparel, Food 
& Environment. The Austin Children’s 
Shelter, like many others, was established 
and is designed to help children who 
have been severely neglected and have 
witnessed drug use and/or domestic 
violence in their homes. 

Children learn at an early age, of course, 
that not all adults can be trusted to care 
for them, feed them properly, and protect 
them. Some adults, including parents, 
are feared by children – and with good 
reason. When such children are brought 
to the Austin shelter, many of them arrive 
wearing old and dirty clothing, and are 
famished as well. The center feeds and 
bathes the children, and provides them 
with clean clothes, which also is very 
important to the feeling of safety that 
children want and need. Throughout their 
stay at the center, most of the children 
brought there eat voraciously and often 
talk about how good the food is.
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The Registered Traveler Program

Faster Passenger Screening? Or a Security Loophole?
By Joseph Steger, Law Enforcement

Terrorist exploitation of the commercial 
air industry came to a crescendo with 
the 9/11 attacks.  Neither industry nor 
governments globally could ignore 
the need to provide better security for 
aircraft as well as passengers.  Striking 
the balance between passenger 
screening and the efficient movement 
of those passengers has been a major 
challenge not only for the commercial 
aviation industry but also for the 
Transportation Security Administration 
(TSA), an agency of the U.S. Department 
of Homeland Security (DHS).

A workable solution may be in the 
offing in the form of the Registered 
Traveler (RT) program, a new initiative 
facilitated by the TSA.  The RT 
program is administered by local 
airport authorities, working in close 
cooperation with Clear® - a division 
of Verified Identity Pass Inc. The 
company’s, and TSA’s, goal is to provide 
a service that balances a mandatory 
reduction of risks in aviation security 
with the convenience of expedited 
airport screening, while also ensuring a 
high level of privacy protection.  

Although any process that reduces 
the waiting time for airport screening 
would obviously be well received by 
commercial aviation customers, there 
might be a hidden pitfall involved 
in the RT program – namely, that the 
knowledgeable terrorist might view it as a 
clever way to thwart security detection.

How the Process Works
Currently being advertised as the perfect 
seasonal gift for the frequent flyer, 
participation in the fee-based Clear® 
program is strictly voluntary.  For a one-
year cost of $99.95, the Clear® member 
can move through special express lanes 
at selected airport screening stations in 
14 cities (a number that is likely to climb 
rapidly in the very near future).  The 

screening procedures are identical to 
those in regular lanes, but the screening 
lanes for RT participants are shorter.

Becoming a Clear® member is a 
two-step process.  In step one, an 
applicant provides certain biographical 
information to Verified Identity Pass 
Inc. – either in person, or through 
the company’s website (www.flyclear.
com).  The applicant also must agree, 
in writing, to certain contractual terms 
and conditions mandated by TSA 
and spelled out by Clear® on the 
application forms. 

In the second step, the applicant is 
required to report in person to an 
enrollment station where biometric 
data – iris imaging and fingerprinting 
– is collected, along with a photograph. 
In addition, the information provided 
by the applicant must be verified 
at the enrollment station through 
two forms of approved government-
issued identification. 

The information provided by the 
applicant is then submitted to TSA for 
screening against the agency’s “no-fly” 
and terrorist watch list databases.  The 
TSA collects $28 of the membership 
fee from Clear® to pay for this vetting 
service. If the application is approved 

by TSA, the company issues a specially 
designed personal identification card to 
the applicant, who is now armed with 
aviation industry’s version of an easy 
pass. The process is relatively simple, 
obviously – so simple, in fact, that even 
a terrorist can understand it – and, 
perhaps, try to circumvent it.

An Unequal Two-Way  
Exchange of Information
To understand whether the Registered 
Traveler program can be circumvented, 
though, it is important to realize that 
the RT is a subset of TSA’s own “Secure 
Flight” initiative. The regulations 
proposed for Secure Flight are 
currently going through a required 
public-notice review process, but the 
public comment period for the “Notice 
of Proposed Rulemaking” for the Secure 
Flight program (46 Code of Federal 
Regulations Parts 1540, 1544, & 1560) 
closed late last month – on 21 November 
2007.  A major goal of the Secure Flight 
program is to centralize the collection 
and vetting of the passenger information 
received from air carriers prior to the 
issuance of boarding passes.  

But RT participants are already pre-
vetted and cleared.  In other words, 
the Clear® member is a person already 
known to the TSA by virtue of his or 
her “enrollment” in the RT program, 
so a Clear® member applicant who is 
not on a no-fly or terrorist watch list is 
considered to be presumptively cleared 
to fly. Of course, neither the Registered 
Traveler program nor the Secure Flight 
program is designed to profile or predict 
future passenger behavior – but the 
RT program does include a pre-vetting 
process that matches applicants against 
lists of known or suspected threats to 
aviation security.

Another factor to consider is that the 
airport screening process – in the 
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RT lanes as well as in the regular 
security lanes – is designed to detect 
dangerous devices and materials as 
well as suspicious behavior on the 
part of people intending to board 
aircraft. Clear® members as well 
as regular travelers are screened, in 
identical ways, against the standards 
set by the TSA.  The Clear® member 
simply has a shorter line in which to 
wait for screening.

It seems very unlikely, therefore, that 
a terrorist could exploit the Clear® 
program to circumvent airport 

screening. Although it is true that 
persons such as Richard Reid (the 
“shoe bomber”) and Timothy McVeigh 
(who bombed the Murrah Federal 
Building in Oklahoma City) might have 
been granted RT program privileges 
prior to their criminal acts, they would 
have had no greater advantage in 
carrying their destructive devices onto 
an aircraft than would be available to 
any other passenger.

There is another aspect of the Clear® 
program, though, that may be attractive 
to at least some terrorists – namely, that 

the Clear® program provides a low-cost 
opportunity for terrorists to check their 
own identities against government no-
fly and terrorist watch list databases. 
In other words, simply by registering 
through the Clear® program application 
process, the individual terrorist can 
receive notification, via the U.S. Postal 
Service, whether he or she is on a 
terrorist watch list. 

However, by trying to exploit this 
seeming loophole, the terrorist would 
have to provide the government his 
or her own current address – as well 
as some helpful (to the government) 
additional information, especially the 
biometric identification required 
by the application process.  From 
an evidentiary point of view, the 
terrorist operator or suspect risks 
providing government prosecutors and 
investigators important leads on types of 
government-issued and/or counterfeited 
identification used in the RT application 
process.  Any credit-card information 
provided by a terrorist applicant also 
might be useful for criminal investigators 
and/or prosecutors.

On balance, therefore, it seems that the 
fee-based Clear® program will provide 
most regular aircraft passengers a 
genuine opportunity for faster and more 
efficient security screening without any 
real compromise in security.  As more 
airports install these easy-pass lanes at 
more screening stations, of course, the 
convenience provided will become 
progressively that much larger.  On the 
other hand, though, as more and more 
airline passengers take advantage of the 
convenience provided by the Clear® 
RT cards, the longer the easy-pass lines 
themselves are likely to become.

Joseph Steger is the pseudonym of a senior law-

enforcement commander whose undergraduate 

background in a pre-medical program led to initial 

certification as an EMT in 1981. He retained that 

level of certification for eight years and across three 

states while serving as a federal law-enforcement 

officer. Over the years, Steger has worked closely 

with CONTOMS-trained tactical medics and 

physicians in numerous situations.
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The successful implementation of an 
incident command system (ICS) by first 
responders and first receivers requires 
that the users be familiar with certain 
fundamental principles and practices. 
Over the past several years, public-
safety personnel in the ICS field have 
developed various incident-command 
tools to help those assigned to 
command positions to perform in 
an optimum fashion. The recently 
released Hospital Incident Command 
System (HICS) documents include, as 
part of an overall policy-and-guidelines 
package, a number of new command 
tools to assist those responsible for 
leading a hospital through natural as 
well as man-made and/or terrorism-
related incidents. Following are brief 
synopses of some of the more important 
of those tools:

Incident Planning Guides (IPGs): 
Hospitals now have planning guidance 
available for 14 of the 15 all-hazards 
training scenarios (e.g., the plague, 
cyber-terrorism, an earthquake, 

and similar natural or manmade 
disasters) hypothesized by the 
federal government as well as 13 
“internal” scenarios – a major fire, a 
bomb threat, a child abduction, and 
similar “events” and “incidents.” 
Each incident-planning guide (IPG) 
is organized according to the four 
principal emergency-management 
functions (mitigation, preparedness, 
response, and recovery operations). A 
series of questions in each section of 
a typical IPG allows users to compare 
their emergency operations plan 
with the content that a reasonably 
comprehensive plan might include. 
Hospitals currently lacking a plan, of 
course, can use the IPG ideas to create 
their own plans.  

Revised Job Action Sheets (JASs): 
Job Action Sheets have always been 
a fundamental component of 
the basic HICS package, but two 
important additions are included in 
the new JAS guidelines. A section titled 
Demobilization/System Restoration 

has been added to the original three 
time periods – Immediate (0-2 hours), 
Intermediate (2-12 hours), and 
Extended (greater than 12 hours) 
– postulated on each of the JASs. The 
content in this section provides users 
with a number of “suggested actions” 
they would be well advised to consider 
in winding down their command 
responsibilities and to help return the 
hospital to more normal operations. 

Another noteworthy improvement is a 
new “Document/Tools Section” found 
at the end of each JAS. This section 
provides a suggested inventory of 
administrative and technical items 
that each position should have 
available as well as a list of the specific 
forms that the persons holding certain 
positions are responsible for reviewing 
and/or completing as part of their 
assigned duties. 

Incident Response Guides (IRGs): 
Incident Response Guides also 
have been written for each of the 
27 scenarios previously mentioned. 
Each IRG format postulates the same 

New Tools to Help with HICS Implementation 
By Craig DeAtley, Health Systems
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time periods indicated on the JAS. In 
each time period there is a listing of 
the incident-management decisions 
for each command and general staff 
position that should be considered 
for that particular situation. Like 
the JAS, the IRG is formatted so that 
decisions made by a person assigned 
to a particular position can be recorded 
on the form itself.

FEMA and Other Required Forms: 
The HICS package also includes 
twenty (20) forms that can and 
should be used to assist with various 
aspects of incident planning and 
documentation. Thirteen (13) of them 
are Federal Emergency Management 
Agency (FEMA) forms that are 
applicable for hospital use during an 
emergency. Each retains the title and 
number of the original FEMA form 
to ensure standardization and, when 
appropriate, to facilitate the effective 

sharing of information throughout the 
responder community.   

The remaining seven forms were 
designed and are intended to allow 
for the documenting of additional 
information not found elsewhere 
on the FEMA forms (e.g., information 
related to patient evacuations, 
casualty/fatality records, and similar 
data). Each of these additional forms 
has a unique number as well as a title 
that implies its purpose. All twenty 
forms in the package can be completed 
either on a computer or in longhand. 
Accompanying the forms (for the first 
time) are individual instruction sheets 
that spell out such information as the 
purpose of the form, who specifically 
(i.e., what position) should be 
responsible for completing the form, 
and where the completed form should 
be sent.  

All of these tools (and others) can be 
downloaded at no cost from either 

the California Emergency Medical 
Services website or the Center 
for HICS Education and Training 
website. Like the ICS tools already 
used by public-safety personnel, 
proper use of the new HICS tools 
requires continuous education and 
training. Once their intended use is 
mastered, these tools should help 
hospital personnel carry out their HICS 
responsibilities both more competently 
and with greater confidence. 

Craig DeAtley is the director of the Institute 

for Public Health Emergency Readiness at the 

Washington Hospital Center, the District of 

Columbia’s largest hospital.  Prior to assuming his 

current position, he was an Associate Professor 

of Emergency Medicine at George Washington 

University for 28 years before leaving to start the 

Institute. He also works as a Physician Assistant at 

Fairfax Hospital, a Level Trauma Center in Northern 

Virginia, and has been a volunteer paramedic 

with the Fairfax County Fire and Rescue Department 

since 1972, as well as a member of its Urban 

Search and Rescue Team since 1991. 





Illinois
Eight Universities Create 
Homeland Security Alliance

Eight Illinois universities 
have created a homeland-security 
“education alliance” that aims to 
equip students and preparedness 
professionals with usable emergency-
management tools they may need in 
the future and, as an ancillary benefit, 
increase the state’s overall level of 
preparedness. The alliance, which 
becomes fully operational in the fall 
of 2008, will allow students at any of 
the participating universities to enroll 
in an online course at any of the other 
schools and to use the credit hours 
earned toward a homeland-security 
degree or track. 

Students no longer will have to worry 
about various billing obstacles, 
transferring credits, or similar issues 
involved in enrolling in courses offered 
at other schools. The alliance creates 
new options not only for students but 
also for preparedness professionals 
interested in specializing in homeland-
security and/or emergency-management 
disciplines and/or in upgrading their 
current credentials. 

Officials said that the alliance 
intends to integrate a diverse number 
of programs that deal with all types 
of emergencies ranging from natural 
disasters and pandemics to terrorist 
attacks. By making these new options 
available to working professionals as 
well as students, the alliance hopes 
to strengthen and enlarge the state’s 
homeland-security and emergency-
preparedness work forces and 
thereby increase the state’s overall 
level of preparedness.

The universities affiliated with the 
alliance are Northern Illinois 
University, Western Illinois University, 
Eastern Illinois University, Southern 

Illinois University-Edwardsville, Southern 
Illinois University-Carbondale, Governors 
State University, Chicago State 
University, and Illinois State University. 
Some of the schools participating will 
offer graduate degrees or certificates 
in the homeland-security/emergency-
preparedness fields, some will offer 
undergraduate degrees, and some 
will simply permit students pursuing 
degrees in other fields to enroll in 
elective courses.

Illinois Governor Rod R. Blagojevich 
previously announced the allocation 
of $75,000 to develop an on-line 
core homeland-security course that 
would be available to all Illinois state 
university students. “Events like the 
terrorist attacks of 9-11 and Hurricane 
Katrina have clearly demonstrated the 
importance of having professionals 
with specialized training in how to 
prepare for, react to, and recover from 
all types of disasters,” Blagojevich said. 
“Investing in this talent is a critical 
step in creating more opportunities for 
our young people and attracting new 
homeland security-based businesses 
and jobs to Illinois.” 

Minnesota
August Bridge Collapse Leads to  
New Lessons in Disaster Management

A history-making disaster on the first 
day of August taught emergency 
managers in Minnesota – and in many 
other states as well – what works, and 
what doesn’t, when the unthinkable 
becomes reality. Minnesota lawmakers 
now want to tap into that knowledge as 
the state gears up for the next disaster to 
threaten the citizens of Minnesota. 

State Representative Ryan Winkler and 
State Senator Linda Higgins convened 
a legislative working group on disaster 
planning at the State Capitol Building 
on November 29.  Most of what they 
heard was relatively positive news, 
including an assessment that training 

and interagency coordination paid 
off during the traumatic events of the 
past summer. 

Former Minneapolis fire chief Rocco 
Forte, who now heads the city’s 
emergency preparedness office – and 
was at the center of the storm, so to 
speak, on 1 August when the 35-W 
bridge collapsed – ran the emergency 
operations center that served as the 
nerve center of the massive rescue 
effort that followed. “We had our 
collapsed structure team on-site within 
eight minutes,” he testified.  “We had 
victims in the water, we had victims 
in the debris, we had victims on the 
banks, and we had victims on the 
bridge itself.”

If the bridge had fallen down five 
years earlier, Forte pointed out, 
the situation facing the state’s first-
responder community would have 
been much more chaotic. But from the 
time of the collapse through the final 
cleanup stages, several previous years 
of planning, training, and building 
strong relationships with other agencies 
paid off significantly not only for the 
survivors, but also for the emergency 
responders who were immediately 
called into action. “Through mutual aid 
we were able to take our force of 100 

Illinois, Minnesota, California, and New York
By Adam McLaughlin, State Homeland News
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firefighters to about 600 firefighters in a 
matter of about a half hour,” Forte said. 
Achieving that level of cooperation 
does not come naturally, or easily, he 
commented – it takes a lot of advance 
planning, he suggested, and getting 
every agency “on the same page” 
before tragedy strikes. “So not only 
Minneapolis knew the plan we were 
going to follow but all the partners who 
came in and worked with us knew and 
understood our plan beforehand.”

Forte said that his office already 
has made additional upgrades to its 
earlier guidelines as a direct result 
of the bridge collapse, including the 
development of a plan to have more 
stockpiles of various medications on 
hand for situations involving a large 
number of victims and rescuers.

California
Scientists Test New  
Earthquake Warning System 

When earthquakes send their 
destructive seismic waves surging 

through the ground, an early warning 
system could save countless lives, and 
California scientists are now testing 
a promising new system designed to 
do just that. Even if the system works 
as intended, though, the state would 
need far more seismic monitoring 
stations than it now has, and the current 
statewide network of 250 to 300 
systems would need a major upgrade as 
well, a University of California Berkeley 
geophysicist reported on 9 December.

The technology now being tested 
could provide anywhere from a few 
seconds to several minutes or more 
of early notification that a dangerous 
quake has started along any of 
the several underground seismic 
faults that run through California – 
somewhat like stitching on a complex 
fabric – Richard Allen of UCal 
Berkeley’s Seismological Laboratory 
said during a panel discussion last 
week by earthquake safety experts at the 
American Geophysical Union meeting 
in San Francisco. 

A warning of only 10 seconds – which 
might not seem like much time to the 
average layman – would still be enough 
to trigger a network of “duck-and-
cover” alarms at least a few seconds 
before the ground starts shaking 
violently. In a major quake, an early 
warning could prompt the doors of 
ambulance stations and firehouses to 
open automatically and, at the same 
time, alert utility operators to shut 
down power transmission lines and 
gas networks.

Allen and his former graduate student, 
Erik Olson, developed the first 
computer-based formula for the system 
two years ago. On 30 October, their 
system detected the magnitude 5.4 
temblor near San Jose and predicted 
its magnitude and ground-shaking 
capability quickly enough to have 
given San Francisco and Oakland early 
warning of peak seismic activity within 
10 seconds, Allen said.



The Allen/Olson system is one of 
three being tested by California’s 
Integrated Seismic Network, which 
links seismometer arrays running from 
California’s northernmost regions, 
where the San Andreas Fault zone 
makes a right-angle turn beneath the 
Pacific, to the southernmost part of the 
state, where the quake danger crosses 
the border into Mexico. 

The systems work by: (a) analyzing the 
first pulse of seismic waves that jolt 
the ground at a quake’s epicenter; 
and (b) instantly predicting the size 
and danger of the violent high-energy 
seismic waves that follow – but more 
slowly. The current tests will continue 
until July 2009, but even if they 
demonstrate complete success, Allen 
said, the state’s network of seismic 
monitoring instruments would still 
be far from ready. The network needs 
at least 650 new remotely operated 
seismometers able to transmit their 
warning signals automatically, he said. 
The cost of building such an extensive 
network, he continued, would be as 
much as $30 million or more.

The 250 to 300 stations in California’s 
current Integrated Seismic Network 
– deployed mostly around the Bay Area 
and the Los Angeles region – also 
would have to be upgraded, Allen 
said, at a cost he did not estimate.

New York 
NYC Program Will Test Emergency 
Public Communication Systems 

New York City Mayor Michael R. 
Bloomberg has announced that 
“Notify NYC” – a pilot program to 
deliver emergency public information 
by email, text messages, and/or 
“reverse-911” alerts in four of the 
city’s community districts – became 
operational on 10 December. Any city 
resident can sign up for Notify NYC 
through www.nyc.gov to receive 
information about significant 
emergency events, city officials said, 
in the four pilot communities: Lower 

Manhattan, the Northeast Bronx, 
the Rockaways, and Southwest 
Staten Island. 

The several technologies tested during 
the pilot program will be closely 
evaluated to determine whether they 
could or should be deployed citywide. 
The Lower Manhattan and Rockaways 
pilot programs are testing email and 
text-message alert systems; the pilot 
programs for the Northeast Bronx and 
Southwest Staten Island are testing 
email alerts and auto-dialing (also 
called reverse-911) systems.

The launch of the emergency-alert 
program fulfills a Bloomberg 
campaign promise, and the pilot 
programs demonstrate the city’s 
ability to send alerts and notifications. 
“As more New Yorkers sign up for 
Notify NYC,” Bloomberg said, “more 
individuals [will] benefit from the 
emergency communications that will 
be sent and the different technologies 
being evaluated [will] get a more 
robust test. Anyone can sign up 
for Notify NYC communications 
about emergency events,” the mayor 
continued, “in Lower Manhattan, the 
Northeast Bronx, the Rockaways, and 
Southwest Staten Island, regardless of 
where they live or work.” 

The information about significant 
emergency events in the four pilot 
communities is being sent via a 
varying combination of emails, text 
messages (with a maximum length 
of 120 characters), and the recorded 
reverse-911 telephone calls. The alerts 
sent through Notify NYC also will be 
posted on the program’s website and 
distributed to 911 “call takers” in an 
effort to ensure that the information 
the city provides is not only accurate 
and timely but also consistent.

The pilot programs test two types 
of messages: “alerts” that provide 
time-sensitive information and 
instructions about an emergency; 
and “notifications” that serve as 
informational advisories. The detection 
of a major coastal storm approaching 
the city could trigger a Notify NYC 
alert, for example, whereas a utility 
outage that does not require any 
specific or immediate action might 
only trigger a notification. The alerts 
and notifications are drafted by 
OEM’s Watch Command and sent to 
registered Notify NYC participants.

The emergency information provided 
will be limited to events that directly 
affect the four communities 
participating in the pilot program, 
officials said. Notify NYC is a voluntary 
program, and the information used 
to send alerts and notifications will 
remain confidential, the officials 
said. Phone numbers, email 
addresses, and other personal 
information collected during the 
registration process, they said, will 
never be used for purposes other than 
the transmission of an emergency alert 
or notification authorized under the 
Notify NYC program.

Adam McLaughlin is Preparedness Manager of Training 

and Exercises, Operations, and Emergency Management 

for the Port Authority of N.Y. & N.J. He develops and 

implements agency-wide emergency response and 

recovery plans, business continuity plans, and training 

and exercise programs.
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